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Abstract of JP2000200248 

PROBLEM TO BE SOLVED: To flexibly improve a device 
which is freely connected by accepting an FCCS plug from a 
mobile user for a connection with a computer system and 
using information featuring the mobile user for its operation. 
SOLUTION: A USB interface chip 40 receives USB packets 
from a USB host 20 and analyzes and sends the data out to 
a microprocessor 30. The microprocessor 30 writes the data 
to a firmware memory 50, a RAM 60, or user's data memory 
70 by using the protocol of respective memories or reads 
data out of it. In this case, the FCCS plug is used in relation 
to software having plug confirming capability as known 
before. The computer system received information featuring 
one mobile user in a group of mobile users and is frequently 
used to process the information, and the information 
featuring the mobile user is stored in the FCCS plug. 
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METHOD AND DEVICE FOR INTERACTION BETWEEN USER AND COMPUTER 



Description of correspondent: EP1001329 



FIELD OF THE INVENTION 



[0001] The present invention relates to flexibly connectible computer apparatus and methods for using flexibly 
connectible hosts. 



BACKGROUND OF THE INVENTION 



[0002] The USB interface is described in specifications available over the Internet at wwv^. usb.org. 

[0003] Firewire technology, also termed "IEEE 1394 technology", is an alternative to USB which also provides 
flexible connectivity and is described in the IEEE 1394 standard. 

[0004] USBHasp is an Aladdin software protection product, announced in October 1997, which includes a USB key. 
USBHasp does not control access of a user to a computer network but rather impedes interaction between software 
and a computer system by activating a copy of the software only if a USB key corresponding to that copy is plugged 
into the computer system. 

[0005] Conventionally, the only devices which have interacted via USB have been computers, keyboard, monitor, 
printer, mouse, smart card readers, and biometric readers. 

[0006] Conventional devices for providing computerized servicing to a mobile or stationary population of users 
typically include a smart card reader. The members of the mobile population bear smart cards which are used to 
interact with the computerized servicing device via the smart card reader. 

[0007] A particular disadvantage of smart cards is that they require a smart card reader which is a relatively costly 
device. Computer hosts which are equipped with a smart card reader are a small subset of the universe of computer 
hosts because addition of a smart card reader makes the computer considerably more expensive. 

[0008] German Patent document DE 19631050 describes an interface convener for a universal serial bus having a 
module with a processor that changes format and protocol into that of a different bus system. 

[0009] Rainbow Technologies, Inc., in a news release dated 17 November 1998, announce USB software protection 
keys which can also be used as authentication or access control devices. A unique ID number if assigned to each 
USB key, enabling the key to replace or supplement personal passwords.The unique ID of the USB key makes it 
useful as a notebook computer security device providing theft deterrence. Other uses for the USB keys include Web 
access control, client token for Virtual Private Network access, replacement for password generator tokens and 
storage of credentials, certificates and licenses. 

[0010] In a news release dated 19 January 1999, Rainbow Technologies, Inc. announce a new line of USB tokens 
for VPNs (virtual private networks) which provides end user client authentication to VPNs and enables operator 
access to secured network equipment. Features of these tokens include "Internet security small enough to fit on a 
key-ring" and "personalization for the end user". The tokens allow a user to keep personal information in his or her 
pocket rather than on a hard drive. 

[001 1] A new "unique per individual" model of its USB based tokens was announced by Rainbow Technologies Inc. 
on 15 March 1999. 
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[0012] The disclosures of all publications mentioned in the specification and of the publications cited therein are 
hereby incorporated by reference. 



SUMMARY OF THE INVENTION 



[0013] The present invention seeks to provide improved flexibly connectible apparatus and improved methods for 
using the same. 

[0014] There is thus provided, in accordance with a preferred embodiment of the present invention, a user-computer 
interaction method for use by a population of flexibly connectible computer systems and a population of mobile 
users, the method including storing information characterizing each mobile user on an FOGS plug to be borne by 
that mobile user and accepting the FCCS plug from the mobile user for connection to one of the flexibly connectible 
computer systems and employing the information characterizing the mobile user to perform at least one computer 
operation. 

[0015] Further in accordance with a preferred embodiment of the present invention, at least one computer operation 
comprises authentication. 

[0016] Also provided, in accordance with another preferred embodiment of the present invention, is a an FCCS plug 
device to be borne by a mobile user, the FCCS plug device including a portable device which mates with a flexibly 
connectible computer system and comprises a memory and information characterizing the mobile user and stored in 
the memory accessibly to the flexibly connectible computer system. 

[0017] Also provided, in accordance with another preferred embodiment of the present invention, is a population of 
FCCS plug devices to be borne by a con-esponding population of mobile users, the population of FCCS plug devices 
including a multiplicity of portable devices each of which mates with a flexibly connectible computer system and 
comprises a memory and information characterizing each mobile user in the population of mobile users and stored, 
accessibly to the flexibly connectible computer system, in the memory of the FCCS plug device to be borne by the 
mobile user. 

[0018] Additionally provided, in accordance with another preferred embodiment of the present invention, is an FCCS 
plug device including a mating element operative to mate with a flexibly connectible computer system and a memory 
connected adjacent the mating element, thereby to form a portable pocket-size plug, wherein the memory is 
accessible to the flexibly connectible computer system via the mating element. 

[0019] Also provided, in accordance with another preferred embodiment of the present invention, is an FCCS plug 
device including a mating element operative to mate with a flexibly connectible computer system and a CPU 
connected adjacent the mating element thereby to form a portable pocket-size plug, wherein the CPU has a data 
connection to the flexibly connectible computer system via the mating element. 

[0020] Further in accordance with a preferred embodiment of the present invention, the FCCS plug device also 
comprises a CPU connected adjacent the mating element, thereby to form a portable pocket-size plug, wherein the 
CPU has a data connection to the flexibly connectible computer system via the mating element. 

[0021] Still further in accordance with a preferred embodiment of the present invention, at least one computer 
operation comprises digital signature verification and/or controlling access to computer networks. 

[0022] Further in accordance with a preferred embodiment of the present invention, the information characterizing 
each mobile user comprises sensitive information not stored in the computer system, thereby to enhance 
confidentiality. 

[0023] Also provided, in accordance with another preferred embodiment of the present invention, is a user-computer 
interaction method for use by a population of flexibly connectible computer systems and a population of mobile 
users, the method including 
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storing confidential information not stored by the flexibly connectible computer systems on an FCCS plug to be 
borne by an individual user within the population of mobile users and 

accepting the FCCS plug from the mobile user for connection to one of the flexibly connectible computer systems 
and employing the confidential information to perform at least one computer operation, thereby to enhance 
confidentiality. 



[0024] Preferably the apparatus also includes a microprocessor operative to receive the USB communications from 
the USB interface, to perform computations thereupon and to provide results of the computations to the data storage 
unit for storage and/or for encryption and/or for authentication and/or for access control. 

[0025] The term "USB port" refers to a port for connecting peripherals to a computer which is built according to a 
USB standard as described in USB specifications available over the Internet atwww.usb.org. 

[0026] The term "USB plug" or "USB key" or "USB token" refers to a hardware device whose circuitry interfaces with 
a USB port to perform various functions. 

[0027] The term "smart card" refers to a typically plastic card in which is embedded a chip which interacts with a 
reader, thereby allowing a mobile bearer of the smart card to interact with a machine in which is installed a smart 
card reader, typically with any of a network of machines of this type. 

[0028] Also provided in accordance with a prefered embodiment of the present invention is an electronic token, 
which preferably mates with a flexible connection providing port such as the USB port of any computer system such 
as a PC, laptop, palmtop or peripheral. The electronic token preferably does not require any additional reading 
equipment. The token may authenticate information and/or store passwords or electronic certificates in a token 
which may be the size of a domestic house key. 

[0029] Preferably, when the token is inserted into a flexible connection providing port, a highly secure "dual factor 
authentication" process (e.g. "what you have" plus "what you know") takes place in which (a) the electronic token is 
"read" by the host PCC or network and (b) the user types in his or her personal password for authorization. 

[0030] Suitable applications for the electronic token include authentication for VPN, extranet and e-commerce. 

[0031] The present invention also seeks to provide improved USB apparatus and improved methods for using the 
same. 

[0032] There is thus provided, in accordance with another preferred embodiment of the present invention, USB key 
apparatus for interacting with a USB host via a USB port, the USB key apparatus including a portable device 
configured to fit the USB port, the portable device including a USB interface conveying USB communications to and 
fi-om a USB host, a protocol translator operative to translate the USB communications firom USB protocol, into smart 
card protocol such as an IS07816 protocol, and from smart card protocol into USB protocol and a smart card chip 
operative to perform at least one smart card function such as authentication, encryption, access control and secure 
memory. 

[0033] Also provided, in accordance with another preferred embodiment of the present invention, is USB key 
apparatus with data storage capabilities, the USB key apparatus including a portable device such as a PCB, 
configured to fit the USB port, the portable device including a USB interface conveying USB communications to and 
from a USB host and a data storage unit storing infomriation derived from the USB communications. 



BRIEF DESCRIPTION OF THE DRAWINGS 



[0034] The present invention will be understood and appreciated from the following detailed description, taken in 
conjunction with the drawings in which: 
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Fig. 1 is a simplified block diagram of a USB plug device including a CPU and a non<IS07816 memory, the USB 
device being constructed and operative in accordance with a preferred embodiment of the present invention; 
Fig. 2 is a simplified block diagram of a USB plug device including a CPU and a IS07816 memory, the USB device 
being constructed and operative in accordance v\^ith a preferred embodiment of the present invention; 
Fig. 3 is an exploded front view of an FCCS plug constructed and operative in accordance with a preferred 
embodiment of the present invention and implementing the USB plug device of Fig. 1; 

Fig. 4 is an exploded view of an FCCS plug constructed and operative in accordance with a preferred embodiment of 
the present invention and implementing the USB plug device of Fig. 2; and 

Figs. 5A - 5B pictorially illustrate a user-computer interaction method provided in accordance with a preferred 
embodiment of the present invention for use by a population of flexibly connective computer systems and a 
population of mobile users. 



DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS 



[0035] Reference is now made to Fig. 1 which is a simplified block diagram of a flexibly connective USB plug device 
including a CPU and a non-IS07816 memory, the USB device being constructed and operative in accordance with a 
preferred embodiment of the present invention. 

[0036] A particular feature of the USB plug device of Fig. 1 is that it has data storage capabilities and is thus 
analogous to a memory smart card. 

[0037] The USB plug. device 10 comprises a PCB 25 which includes a microprocessor or CPU 30 such as a 
Motorola 6805, Cypress chip or Intel 8051; a USB interface device 40; firmware memory 50 serving the firmware of 
the microprocessor 30; RAM memory 60 of size sufficient to enable contemplated computations on the part of the 
microprocessor 30; and user data memory 70 which stores a user's data. Some or all of the USB interface device 
40. firmware memory 50 and RAM memory 60 may be within the CPU 30. 

[0038] The USB interface device 40 and/or the firmware memory 50 may be integrated inside the microprocessor 30. 



[0039] The firmware memory may be any suitable type of memory such as but not limited to ROM. EPROM, 
EEPROM or FLASH. 

[0040] The user data memory 70 typically does not include IS07816-3 memory and may. for example, comprise any 
of the following types of memory: l<2>C. XI<2>C, 2/3 wire bus, FLASH. 

[0041] As shown, the USB plug device 10 is configured to interact with any USB host 20 such as but not limited to a 
personal computer or Macintosh having a USB port. Key-host interaction is governed by a USB protocol such as the 
USB protocol described in the USB specifications available over the Internet atwvw.usb.org. USB packets pass 
between the USB host 20 and the USB interface chip 40. Each packet typically includes the following components: 

a. USB header; 

b. Data to be stored/read on the user's data memory 70, plus additional infomnation required by protocols of the 
memory chip 70, such as but not limited to the address to store/read the data, the length of data to store/read, and 
CRC checksum information. 

c. USB footer. 



[0042] The flow of data typically comprises the following flow: 

[0043] The USB interface chip 40 receives USB packets from the USB host 20, parses the data, and feeds the 
parsed data to the microprocessor 30. The microprocessor 30 writes the data to, or reads the data from, the 
firmware memory 50, the RAM 60 or the user's data memory 70, using each memory's protocol. 
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[0044] In read operation, the microprocessor 30 passes the data to the USB interface chip 40 which wraps the data 
in USB packet fonnat and passes it to the host 20. 

[0045] Fig. 2 is a simplified block diagram of a USB plug device, constructed and operative in accordance with a 
preferred embodiment of the present invention, which is a one-piece smart card reader and smart card chip 
preferably providing both secured storage and cryptographic capabilities. The USB plug device of Fig. 2 includes 
both a CPU and a smart card chip (ICC) memory 170, typically a IS07816 (T = 0/1) protocol-based chip 
communicating with the CPU 130 using an IS07816-3 protocol. The apparatus of Fig. 2 is similar to the apparatus of 
Fig. 1 except that no separate user's data memory 70 is provided. The size of the RAM 160 is typically at least 262 
bytes in order to support the ISO 781 6_3 T=0 or T=1 protocols. 

[0046] Each packet typically includes the following components: 

a. USB header; 

b. IS07816-3 T=0/1 protocol packet; 

c. USB footer. 



[0047] The flow of data in the apparatus of Fig. 2 typically comprises the following flow: 

[0048] The USB interface chip 140 gets USB packets from the USB host 120. The USB interface chip 140 parses 
the data and passes it to the microprocessor 130. The data, which typically comprises a IS07816-3 T=0/1 formatted 
packet, is passed by the microprocessor to the smart-card 170 in a IS07816-3 protocol. The microprocessor 130 
gets the response from the smart card 160 and passes the data to the USB interface chip 140. The USB interface 
chip 140 wraps the data in USB packet format and passes it to the host 120. 

[0049] A particular advantage of the embodiment of Fig. 2 is that smart card functionality is provided but there is no 
need for a dedicated reader because the plug 1 1 0 is connected directly to a USB socket in the host 120. 

[0050] The invention shown and described herein is particularly useful for computerized systems serving 
organizations which process sensitive information such as banks, insurance companies, accountants and other 
commercial organizations, and professional organizations such as medical or legal organizations. 

[0051] Conventional computer systems include a computer (comprising a motherboard) and at least one peripherals. 
The computer has a number of different ports which respectively mate with the ports of the various peripherals. Each 
port typically can mate with only certain peripherals and not with other peripherals. For example, the keyboard 
cannot be connected to the computer via the computer's printer port. 

[0052] In state of the art computer systems, also termed herein "flexibly connectible computer systems", the 
computer and the peripherals each include at least one identical ports having mating ports on any other computer 
and any other peripheral such that any peripheral can be selectably connected to any computer or to any other 
peripheral. Also, a peripheral may be connected to the computer not directly as in conventional systems but rather 
via another peripheral. There is generally always a port available on one or more connected peripherals in an 
existing computer system such that another peripheral can generally always be connected to an existing computer 
system. 

[0053] One example of a flexibly connectable computer system is a USB (universal standard bus) system in which 
the computer and each peripheral includes a USB port. Another example of a flexibly connectable computer system 
is the recently contemplated Firewire system. 

[0054] A "USB plug" is a portable device which mates with a USB system and, as opposed to peripherals which 
contain mechanical elements, typically comprises only memory and/or CPU and therefore is typically pocket-size. 
More generally, a USB plug is an example of a plug which can be plugged into a flexibly connectible computer 
system (FCCS). 

[0055] The term "FCCS plug" is used herein to refer to a portable device which mates with a flexibly connectible 
computer system and, as opposed to peripherals which contain mechanical elements, typically comprises only 
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memory and/or CPU and therefore is typically pocket-size. It is appreciated that because each peripheral connected 
onto a flexibly connectible computer system typically has at least one port, therefore, a flexibly connectible computer 
system of any configuration typically has at least one vacant port available to interact with an FCCS plug. USB 
tokens and Rainbow tokens are both examples of FCCS plugs. 

[0056] Typically, each of the plurality of computer system units (computer and one or more peripherals) forming a 
computer system has at least two identical female sockets and these are interconnected by means of male-male 
cables. In this embodiment, the FCCS plug may comprise a male socket. However, it is appreciated that any suitable 
mating scheme may be employed to mate the computer system units and the the FCCS plug of the present 
invention. 

[0057] A known use for FCCS plugs is use in conjunction with software having plug-recognizing capability. Aladdin 
and Rainbow both market software which is operative only if the host computer system in which a particular software 
copy resides has plugged into it an FCCS plug which is recognized by the software copy. The Aladdin and Rainbow 
plugs are not used for authentication. 

[0058] Computer systems are often used to receive information characterizing a mobile user, who is one of a 
population of mobile users, and to process this information. Such information may comprise user identity 
authentication information, banking information, access rights information, etc. Conventionally, this information is 
stored on a smart card which is borne by the user and is presented to the computer system by him. However this 
requires the computer system to be equipped with a smart card reader, a special piece of equipment dedicated to 
reading the smart card. 

[0059] According to a preferred embodiment of the present invention, information characterizing a mobile user is 
stored on an FCCS plug. Particular advantages of this embodiment of the present invention is that the information is 
easily borne by the user, on a pocketsize substrate, that any flexibly connectible computer system of any 
configuration is typically capable of interacting with the user via the FCCS plug, and that no dedicated equipment is 
required by the computer in order to carry out the interaction: 

[0060] Reference is now made to Fig. 3 which is an exploded front view of an FCCS plug constructed and operative 
in accordance with a preferred embodiment of the present invention and implementing the USB key device of Fig. 1. 
As shown, the FCCS plug of Fig. 3 comprises a housing typically formed of two snap-together planar cover elements 
200 and 210, between which reside a USB connector 220 and the PCB 25 of Fig. 1 . The USB connector 220 may, 
for example comprise a USB PLUG SMT &lang&ACN-0213&rang& device marketed by Aska Technologies Inc., No. 
15, Alley 22, Lane 266, Fu Teh, 1st Rd., HsI Chih, Taipei Shien, Taiwan. The PCB 25 bears the elements 30, 40, 50, 
60 and 70 of Fig. 1 . Firntware managing the memory 240 may reside on the USB interface controller 230. 

[0061] Reference is additionally made to Fig. 4 which is an exploded view of an FCCS plug constructed and 
operative in accordance with a preferred embodiment of the present invention and implementing the USB key device 
of Fig. 2. As shown, the FCCS plug of Fig. 4 comprises a housing typically formed of two snap-together planar cover 
elements 200 and 210, between which reside the USB connector 220 and a PCB 125. The PCB 125 bears the 
elements 130, 140, 150, 160 and 170 of Fig, 2. Firnrrware managing the smart card chip 250 may reside on the USB 
interface controller 230. 

[0062] Smart card functionalities which are preferably provided by the FCCS plug of the present invention include: 

1. Controlling access to computer networks: Smart card or plug has ID information, network authenticates and allows 
access on that basis. Authentication may be based upon *>A^hat you have", "what you are" e.g. biometric information 
and Vhat you know" (e.g. password). 

2. Digital signatures or certificates for verifying or authenticating the identity of the sender of a document 

3. Storage of confidential information e.g. medical information. A smart card or plug may store confidential 
information and interact with a network which does not store the confidential infomnatton. 



[0063] Figs. 5A - 5B pictorially illustrate a user-computer interaction method provided in accordance with a preferred 
embodiment of the present invention for use by a population of flexibly connectible computer systems 300 and a 
population of mobile users. Information characterizing each mobile user, e.g. name and ID, is loaded into the 
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memory of an FCCS plug 31 0 to be borne by that mobile user, typically via a USB interface controller such as unit 
230 of Fig. 3. 

[0064] The plug can then be connected to one of the flexibly connectible computer systems and the information 
characterizing the mobile user employed to perform at least one computer operation typically comprising a 
conventional smart card functionality such as authentication. 

[0065] Features of a preferred embodiment of the present invention are now described: 



a. The need for enhanced user authentication 



Authentication is the basis for any information security system. The ability to authenticate local and remote users is a 
critical issue for any LAN/Intranet, multi-user environment 



b. The need for encryption and confidentiality 



Content encryption & confidentiality becomes an important issue for both the corporation and the individual users 



c. The need for password and Sign-On security 



Password security and user password management are key issues for network corporate users. Passwords 
represent the single most important security concern in any computing environment 



[0069] There is a need today for hardware-based PC security tokens 

Sign-On-Key (SOK) is a hardware-based token that seamlessly integrates with Operating Systems & Applications to 
provide: 

- a user authentication key 

- a basis for encryption system 

- better Sign-On security and enhanced user password management 

- Software Security 



Authentication - 3 Basic Elements 



Something you know -> Password 
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Something you have -> Sign-On-Key 
Something you are -> e.g., Bio-metrics 

Assumption: Two out of the above three provide "good-enough" security. 



Encryption 



The need to encrypt data, files, disks and information flow is evident. 

An hardware-based token with cryptographic abilities can enhance security and ease-of use. 



Sign-On - Where are Passwords used? 



Log on to your 0/S 

Log on to your Network (Local, Remote) 

Log on to the Internet/ISP 

Log on to protected Web pages 

Log on to Group Ware/Communications applications 

Log on to other sensitive password-protected applications 

MS Office & other protected files 

PC Boot protection (Bios Password) 



Sign-On - Major Security Risks 



The Sign-On Process 

[0073] The Sign-On>Key is a security hardware token, linked by the user to the required applications. Once installed 
the -Sign-On-Key becomes a part of the log-on process. Sign-On-Key provides the user with many security and 
other functional benefits. 

What Can Sign-On-Key Do For a User? 



Sign-On Security 

- Enhance security & authentication. The Sign-On-Key is required in addition to the user password 
Sign-On Simplicity 

- Simplify log-on process and eliminate the need for a password. The Sign-On-Key replaces the password 
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Password Automatic Re-verification 

- Check for Sign-On-Key periodically 
Single-Sign-On 

- One Sign-On-Key replaces several passwords for several applications 
Mobility & Remote Computing 

- Sign-On-Key identifies remote users 

- Sign-On-Key can be used as a data secure container 

- Theft deterrent of mobile PCs 

General Purpose Security Token 

- File & data Encryption 

- Authentication 

- Certificate Key Holder 



Sign-On-Key Various Options 



Several hardware devices may operate as Sign-On-Keys: 

- Sign-On-Key USB - A small key that connects to the new standard USB port. USB ports are becoming the new 
connectivity standard for PCs and Macintosh 

- Sign-On-Key SC - A smart card based Sign-On-Key. Can be used with any standard smart card drive 



Sign-On-Key USPs & Advantages 



Simple, intuitive, easy to use, attractive token 
The key IS the token IS the connector 
Low cost 
High security 
High functionality 

- Memory inside token 

- Processing power 

- Automatic Password Re-verification 

- MuKi token connectivity 

The Agents' solution 
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Sign-On-Key Architecture 



Full Blown System. 



Sign On Agents 



The Sign-On-Agent is a software interface between the Sign-On-Key and the application. 
The Sign-On-Boot is a special interface for the PC boot password. 
Agents may be provided for: 

- OS/Net Ware - e.g.. Windows NT, 95/98, 3x, Novell, Unix • 

- Group Ware/Mail - e.g, Lotus Notes, Outlook, Eudora, 

- Enterprise Applications - e.g., SAP, Baan, MK, Oracle, Magic 

- Web Browsers - e.g., Explorer, Navigator 



The Most Trivial Agent - Windows NT 



The most trivial Agent will replace the Windows Login session 
By doing so Users may gain 

- Windows Login Extra security 

-Windows Login simplification (Sign-On-Key replaces password) 



Sign-On-Key Web Browsers' Agent/System 



Sign-On-Key can be used as an authentication token to monitor access to secured web pages 
Web content providers need to authenticate, manage and provide access to their customers 



Sign-On-Key API (SDK) 



Sign-On-Key API is the interface level between the Sign-On-Key and 3rd parties* applications. 

This API may be published and opened for usage by certification providers, security companies and SSO 

companies. 
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The Sign-On-Key API will also provide encryption & protected memory storage services 
Sign-On-Key API may be PKCS #1 1 based/compatible 



The Sign-On Process (No CA) 



Installation 

' - User installs Agents for required applications 

- User defines Sign-On Parameters for each application 

- User stores Sign-On information in Sign-On-Key 

Sign-On 

- Application is started 

- Application reaches its Sign-On dialog 

- Application communicates with the Sign-On-Key 

- Sign-On permission is granted based on Sign-On-Key 



Sign-On-Key As a Secure Container 



In addition to unique Key ID, Sign-On-Key will contain personal protected memory area 
this memory area can be used for storing sensitive information and Certificates 
Applications' ID keys like Lotus Notes ID file or PGP keys can be stored in this memory 

Doing so - Sign-On-Key can be used to increase mobile computing security. Files IDs. are stored in Sign-On-Key 
Instead of disk 



Sign-On-Key An Encryption Engine & Sign-On-Key Crypt 



Sign-On-Key can be used as an encrypting device 

An encryption API may be provided, e.g., a 100% smart card compatible Sign-On-Key implementation 
Sign-On-Key Crypt is a Data/File/Hard disk encryption utility based on Sign-On-Key. 



Sign-On-Key Certification Toolkit 



SOK may use PKCS #1 1 and X509 and store certificates and/or digital IDs. 
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Sign-On-Key comprises: 



Sign-On-Key USB Token 

HASP 

Hardlock 

Initial Sign-On-Key functionality (Unique ID, personal protected memory) 

Sign-On-Key USB extension cable 

Sign-On-Key Smart Card Token 

Sign-On-Key API (PKCS#11 compliant) 

Entrust compatibility/link 

Windows NT Agent 

Navigator and/or Explorer Agent (S/Mime) 
Key Plus Crypt (Beta release) 
Secure Screen Saver 
Initial marketing package 

USB proliferation & Windows 98/NT availability are key issues 

In the US, Germany & Israel all new PCs shipped are USB equipped. 

Section in Early Development stage. 

Security Dynamics, ActivCard & Vasco control the market with 1st generation time-based, one-time password or 
challenge-based tokens 

security vendors will look to expand their market share with second generation Integrated smart card offerings which 
will support cryptography, digital signature storage and processing activity 



USB: The Better Connection 



Almost unlimited port expansion 
No add-in cards for new peripherals 

- no setting of IRQs, DMAs, etc. 
One connection type (plug and port) 

- variety of peripherals 

- no more guesswork 

- simple setup, just plug in and go 



USB: The Better Connection 



Addresses need for speed, multimedia 

-12 Mb/s, Asynch (bulk) & Isoch (real time) data 
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- stereo-quality digital audio 

- high frame-rate video (with compression) 

- high latency applications (force-feedback) 

No power bricks with many new peripherals 

- USB supplies up to 500mA 

PC User experience is vastly improved 

- Fewer returns and increased sales potential 



[0088] It is appreciated that USB is only one example of a flexible connectivity standard and the present invention is 
not intended to be limited to USB. 

[0089] It is appreciated that the software components of the present invention may, if desired, be implemented in 
ROM (read-only memory) form. The software components may, generally, be implemented in hardware, if desired, 
using conventional techniques. 

[0090] It is appreciated that various features of the invention which are, for clarity, described in the contexts of 
separate embodiments may also be provided in combination in a single embodiment Conversely, various features of 
the invention which are, for brevity, described in the context of a single embodiment may also be provided separately 
or in any suitable subcombination. 

[0091] It will be appreciated by persons skilled in the art that the present invention is not limited to what has been 
particularly shown and described hereinabove. Rather, the scope of the present invention is defined only by the 
claims that follow: 

[0092] Where technical features mentioned in any claim are followed by reference signs, those reference signs have 
been included just for the sole purpose of increasing intelligibility of the claims and accordingly, such reference signs 
do not have any limiting effect on the scope of each element identified by way of example by such reference signs. 
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METHOD AND DEVICE FOR INTERACTION BETWEEN USER AND COMPUTER 



Claims of correspondent: EP1001329 



1. A user-computer interaction method for use by a population of flexibly connectible computer systems and a 
population of mobile users, the method comprising: 

storing information characterizing each mobile user on an FCCS plug to be borne by that mobile user; and 
accepting the FCCS plug from the mobile user for connection to one of the flexibly connectible computer systems 
and employing the information characterizing the mobile user to perform at least one computer operation. 



2. A method according to claim 1 wherein said at least one computer operation comprises authentication. 

3. An FCCS plug device to be borne by a mobile user, the FCCS plug device comprising: 

a portable device which mates with a flexibly connectible computer system and comprises a memory; and 
information characterizing the mobile user and stored in said memory accessibly to the flexibly connectible computer 
system. 



4. A population of FCCS plug devices to be borne by a con-esponding population of mobile users, the population of 
FCCS plug devices comprising: 

a multiplicity of portable devices each of which mates with a flexibly connectible computer system and comprises a 
memory; and 

information characterizing each mobile user in the population of mobile users and stored, accessibly to the flexibly 
connectible computer system, in the memory of the FCCS plug device to be borne by said mobile user. 



5. An FCCS plug device comprising: 

a mating element operative to mate with a flexibly connectible computer system; and 

a memory connected adjacent said mating element, thereby to form a portable pocket-size plug, wherein the 

memory is accessible to the flexibly connectible computer system via said mating element. 



6. An FCCS plug device comprising: 

a mating element operative to mate with a flexibly connectible computer system; and 

a CPU connected adjacent said mating element, thereby to form a portable pocket-size plug, wherein the CPU has a 
data connection to the flexibly connectible computer system via said mating element. 



7. An FCCS plug device according to claim 5 and also comprising a CPU connected adjacent said mating element, 
thereby to form a portable pocket-size plug, wherein the CPU has a data connection to the flexibly connectible 
computer system via said mating element. 

8. A method according to claim 1 wherein said at least one computer operation comprises digital signature 
verification. 

9. A method according to claim 2 wherein said at least one computer operation comprises controlling access to 
computer networks. 
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10. A method according to claim 1 wherein said information characterizing each mobile user comprises sensitive 
information not stored in said computer system, thereby to enhance confidentiality. 

1 1 . A user-computer interaction method for use by a population of flexibly connective computer systems and a 
population of mobile users, the method comprising: 

storing confidential information not stored by the flexibly connectible computer systems on an FCCS plug to be 
borne by an individual user within said population of mobile users; and 

accepting the FCCS plug from the mobile user for connection to one of the flexibly connectible computer systems 
and employing the confidential information to perform at least one computer operation, thereby to enhance 
confidentiality. 



12. USB key apparatus for interacting with a USB host via a USB port, the USB key apparatus comprising: 
a portable device configured to fit the USB port, the portable device comprising: 
a USB interfoce conveying USB communications to and from a USB host; 

a protocol translator operative to translate the USB communications from USB protocol into smart card protocol and 

fi-om smart card protocol into USB protocol; and 

a smart card chip operative to perform at least one smart card function. 



13. USB key apparatus according to claim 12 wherein the smart card protocol comprises an IS07816 protocol. 

14. USB key apparatus with data storage capabilities, the USB key apparatus comprising: 

a portable device configured to fit a USB port, the portable device comprising: 

a USB interface conveying USB communications to and from a USB host; and 
a data storage unit storing information derived from the USB communications. 



15. Apparatus according to claim 12 wherein the smart card function comprises at least one function selected from 
the group consisting of secured memory, authentication, encryption and access control. 

16. Apparatus according to claim 14 and also comprising a microprocessor operative to receive said USB 
communications from the USB interface, to perform computations thereupon and to provide results of the 
computations to the data storage unit for storage. 

17. A method for interacting with a USB host via a USB port, the method comprising: 

configuring a portable device to fit the USB port; 
conveying USB communications to and from a USB host; 

translating the USB communications from USB protocol into smart card protocol and from smart card protocol into 
USB protocol; and 

providing a smart card chip operative to perform at least one smart card function. 



18. A method according to claim 1 7 wherein the smart card protocol comprises an IS07816 protocol. 

19. A data storage method comprising: 
configuring a portable device to fit a USB port; 
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conveying USB communications to and from a USB host; and 
storing information derived from the USB communications. 



20. A method according to claim 17 wherein the smart card function comprises at least one function selected from 
the group consisting of secured memory, authentication, encryption and access control. 

21 . A method according to claim 19 and also comprising employing a microprocessor to receive said USB 
communications from the USB interface, to perform computations thereupon and to provide results of the 
computations to the data storage unit for storage. 
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■S. ia20llM«i. S'}f@<7):3.— f • T-:5' • 'J 7 0 

tV^S. RAMI (>Q<rfX%^\i. aiJ^I S078 1 6 
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[0040] l22(7)Jiat::fe(t«..T-:J'i^ffiWi. 
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^^m-m^^^-m=f-2o 0^21 oxmi^m^^ittz 

)\^i/y-^^^is. PC B 1 2 5{i, m2ffi^%^\ 3 
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2. K4fa^>'h<o^»?±<0-a^«iiE*}t<ii2aE-t 

3. mm. mi.\mw'm<r)sm> x-^-Y ■ :^ 

<iL^:>.^^-yhV-i?fc*ffSt'l.. 05A-5B(i:. 7 
u^iyy'Mzmm^^^-mcoziy't:^.-^^ • i/XfA 

^. 03<Oa.zi y h2 3 0Wj:a^rUSB'f >'^'7x- 
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[ 0 0 5 7 1 a . ii5i L^CJ--f fglEi^^tt 

izttLxmm^j:^lz^?>. 

c. /N'xy-KiJitXlf-^y-jry (S i gn-On) 
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* )-^XV~ HO-fe4f jL "J f -fc' itJf JL— f • J%7^7- 

100 58] 4-3. )\~Y^:x:-r ■^-T.cnVC^^a. 

* ^^V-^y-^- ( SOK : S i gn-On-Ke 
y)M. A-K-^xr -^-J^cOh-^^yt'^Os Op 
crating S y s t e m s&Ap p I i c a t i 
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--f'f y-5ry-=^- • sc- x-?-h-:^-Y-^ 
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-m^^x^-Ywm 
-i^mh—^y^m 

* x^s^xyhovu jL-v-ay 

[ 0 0 6 5 ] -y-^ y-:ty-^-(r>T-^T-i^i--!^ 
y)i' -fy^y- yXxA 
if-^y ^y X'fvxyh 

* y-:ty-X'f i/'xyh (Sign-On-Ag 
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ent) li, ^-^ y-:*y-^-trr^jy->'3yk. 

* -^"-^ h (S i gn-On-Boo 

t ) {±, pcy-h • j^xr^-vtzMthim^^ 

-OS/;f yh'>XT, Mitf. Wi ndowsNT. 

9 5/9 8. 3 X. Novel. Unix 
-y)V-r^:cT/j><-)K MUS. Lotus No 
tes. Outlook. Eudora 

-xy^r^^x rro-ir-i^sy^ mm. sa 

p. Baan, MK. Orac le. Magic 
-^X~/ 7'7'>if . (Htli. Explorer. Na 
V i g a t o r 

[ 0 0 6 6 ] ft*) h'J t'-\';l/^X>f i/^x y h-W i n d 
ows NT 

* fti>M»b'-\';W^x^ j/x^Hi, Windows 
Login ■t-zi^ay^rW^^tt, 

-Windows Login Extra -fedf-jL'J 
T-f — 

-Windows Lo s i nCDM^t y-:^y 

10 0 67]^^ y-ty-^- -fXT"- T^^-^iftO 
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h. 

[0 0 6 8] -^-^y-^ty-^-- AP I (SDK) 

* ^Ay-^y-^~ • Kvwt.^^y-r^y-^ 
^bmEM(r)TrO'>-~i^3yt<om<r>^y^yx.-x 

* -t-^y-jj-y-:^- • AP PKCS#ii'<.- 

X/:iyj^-f-/)UX'f>?>. 

[00 69]^^'fy-:ty•r^^^x (No ca) 

* -^yx] — 

-a-ifjj. S^^fi<:rT!JtJr-i^3yt:**LTX'f 

i^x y h y;^ I — jv-f^ . 

-jt.-- #Try:>--x3yfcJtLT^'f y-;ty • 

-jL-if(i, if>fy-3ry-Jr-ic-9--fy-^y<S«}«rS 



* ^^y-^y 

-rr'jt>--i^3yji. -fo-9--fy-3fy • r/^frn-:/ 

-v^ y-^y ■ yi/ay**. -^^ y-ity-^— 

[ 0 0 7 0 J im^SSi: Lxm^ y-^y-^- 

* msm-iDizialX. -^--f y-^y-^-<i. m 

Mzmth^tt^x'^i. 

* Lotus Notes lD7r ^ Jl^tt:iiPG 

* -eofs^fct-. y-:fy-^-im\>^x^m 

Mm<^'^^^'Jf^-^:ma^-ti>:ittl'X'tfh. 7r 
-fyHDJi. 'f^x:!'<^h^iz-f^y-^y-'if-lzm 

1 0 0 7 1 ] ■y-'f y-Tfy-^- Bi^<t;xyi^-y 
y-:ty-^- • ^'•Jrh (Crypt) 

* ^ y-;j-y-^-{i. m^imtLxm^^&zt 

* iii^^kAPi*<iS{tfeii. mm. 100%;^-?- 

* ^-i y-^y-^- • :7U7-b{i. y-:ty-^- 

[ 0 0 7 2 ] -If ^ y-jf y-=^f-|EBj'y-;i.:flr -y h 

* SOK{±. PKCS#1 lfeJ;l/X5 0 95rfflV^-C 
J:<. *itSEB^fcJ:T^/tfdiT'f>':J';H DS-IB1SL 

[ 0 0 7 3 ) -^--f y-:ty-^-«i»:ot>c5S"g-tf. 

* -9-^y-Ji-y-=^r-usBh-^'y 

* HASP 

* y\— Ka y:? 

* t)»iir-f y-5ry-=^-«figtt (aecoi d. fflA» 

* -tf-f y-7ry-^-usBSE5i^^-7';k 

* -t^ y-:^y-^- • x^- h • Xf- H • h-9 y 

* V-^y-yfy-^-- AP I (PKCS#i inyr 
5^ryh) 

* xyy-yxh ■ aynT^^)f^/^)>9 

♦WindowsNT Agent 

* Nav i gat o rtJj:t/^/S;tJiExp 1 o r e 
r A g e n t ( S/M i me ) 

* Key Plus C r y p t (B e t a 'J U- 
X) 

* lSSI^:X^ij-y -b-A 

* t3W<o-v-ir.yr^ yif ■ n-ztr-V 
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l^aii5PC(i, USBSrfiiiTU-S. 
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[0075] USB 
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). Title of Inventldn 

USEB^COUPUTBR INTERACTION METHOD AND APPARATUS 
Z. Cloims 

1' A user-computer interaction metiud for use by a populatioti of ilejdbly' 

. conncctible computer systems and a pojpnIaUon of mobile usen, the method comprising: 

sioring infomiation characterizing each mobile user on an FCCS plug to be 
borne by that jnobttc user; and 

acccptiag the FCXS plug from the mobile user for conncdioo lo one of the 
flexibly connectiblc computer systems and employiUB the infomiation characteri2ing the 
mobile user to peiform at Icaat one computer operation. 

2- . ^ method according to claim 2 wherein stid at least one computer operatica 

comprises authenttcatioit 

^- An FCCS plug device to be borne by a mobile teer/the PCCS plug deidce 

comprising: 

a portable device which mates with a flexibly conncctible computer system and 
comprises a memory; and 

infonnation characterizing the mobile user and stored in said menaoty 
accessibly to the flexibly conneetible computer system. 

^' A population of FCCS plug devices to be borne by a conesponding population 

of mobile users, the population of FCCS plug devices comprising: 

a multiplicity of portable devices ^uA of which mates with a flexibly 
conncctible computer system and comprises a memory; and 

infonnation characterizing each mobile user in the population of mobile users 
and stored, accessibly to the flexibly conncctible computer system, in the memory of the 
FCCS plug device to be borne by said mobile user. 

5- An FCCS plug device comprising: 

a mating element operative to mate with a flexibly connectible computer 

syaiem; and 

a memory connected adjacent said mating eJemenl, thereby to form a portable 
pocket-size plug, wherein the memory is accessible to the flexibly connectible computer 

I 



(?l4))00-200248 ( P 2 0 0 0- 2 O^ftlS 

system via sAid mating element. 

6- An FCCS phig device comprising: 

a mating element operative to mate vwth a flexibly cocmectible computer 

system: and 

a CPU conDecled adjacent said mating element, thereby to £bnn a portable 
pocket-size plug, v^crcin the CPU has a data connection to the flexiWy eonnectibU computer 
system via said nimxDg element. 

An FCCS plug device according to claini 5 and also comprising a CPU 

connected adjacent said maling elcmcat, thcrtby to forni a ponaWc pockel-size pjxig. wheieiit 
the CPU has a data connection to the flexibly conncctihle computer system via said mating 
elemeal. 

S. A method accozding to claim ] vtoein said at least one computer operation 

comprises digital signature verification. 

9. A. method according to claim 2 wherein said at least one computer opentlon 

cohipnses controlliag acccAd to computer networb. 

A meihod according to claim 1 wherein said infomiation characterizing each 
mobile user comprises sensitive information not stored in said computer ayitcm. thereby to 
enhance confidentiality. 

A user-computer interaction method for use by a population of Qexibiy 
conncctible computer systems and a population of mobile users, the method comprising; 

storing confidential infomiaQon nor stored by the flexibly connectlble 
computer systems on an FCCS pJug lo be bomc by an individual user within said population 
of mobile users; and 

accepting the FCCS plug from the mobile user for connection to one of the 
flexibly connectible computer systems and employing the coniidenljal information to perform 
at least orvc computer operation, thereby to enhance confidentiality. 

12. USB key apparatus for interacting with a USB host via a USB port, die USB 

2 
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key aqaparatm comprising: 

a portable device configured to fit the USB port, the portable device 

comprising: 

a USB interface conveying USB commumcatioas to and from a USB 

host; 

a protocol translator operative to translate the USB communicatioru 
from USB protocol Uuo sraait card protocol and finm smart card protocol into USB protocol; 
and 

a smart card chip operative to perfonn at least one smart caitl fiinction. 

n. USB key appaiatua according to claim 12 vrhcrem the smart card protocol 

comprises an JS07S 1 6 protocol. 

14. USB key apparatus with data storage capabiliHes, the USB key apparatus 
comprising: 

a portable device configured to fit a USB port, the portable device comprising: 
a USB inter&ce conveying USB cooimuoicatians to and fiom a USB 

host; and 

a deta storage unit storing infomiatiou derived from the USB 

communications. 

15. Apparatus according to claim 12 wherein the smart card ftuiciion con^riscs at 
least one function selected from the group consisting of secured memory; authentication, 
encryption and access control. 

1^. Apparatus according to claim 14 and also comprising a mictoprocessot 

operative to receive said USB coraraunicaiions from the USB interface, to perform 
computations thereupon and to provide results of the computations to the data storage imit for 
storage. 

17. A method for interacting with a USB host via a USB port, the method 

comprising: 

configuring a portable device to tit the USB poet; 
conveying USB commum'eations to and Irom a USB host; 
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iranslaiing ihe USB communicatioD5 from USB protocol into smart card 
protocol and from smart card protocol into USB prouxjol; and 

providing a smart card chip operative U) pcrfoim at least one jtnatt card 

fiinctjon. 

1 8. A meihod according to claim 1 7 wfaerdn the smart card protocol comprises an 
1307816 pTDtocol, 

1 9. A data Socage method coxnprising; 
configuring a portable device to fit a USB port; 
conveying USB comratinicationi to and torn a USB host; and 
itorbg infomiaiion derived from the USB comanmicaiions. 

20- A method according to ciaim 17 wherein the smart card function comprises at 

least one function selected from the group consisting of jecuied memory, authemication, 
encryption and access control. 

21. A noethod according to claim 19 and also comprising employing a 

raicioptocessoT to leceive said USB communicatioas fojiu ihc USB interface. lo pcifonn 
computaUoM thereupon and to prbvtde results of the computations to the data storage «rit for 
storage. 
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3. Detailed Description of Inventloit 

FIELD OF THE INVENTION 
The picscnl invention relates to flcxiWy conncctible computer apparatus and 
methods for using flexibly connectibtc hosts. 

BACICGROUND OF THE INVENTION 
The USB interface is described b specifications ovaiUble over the faiicmct at 

Firewiie technology, also tcimed "IEEE 1394 technology", is an aitemative to 
USB which also provides flexible connccUvity and is described in the IEEE 1 3^ siandani 

USBHasp is aa Aladdio software piotectioji product, announced in October 
1997, which includes a USB key. USBHasp doei not control access of a user to a computei- 
network but raftier impedes intcracticn between soihanirc and a computer system by acifvatin« 
a copy of the software only if a USB key corresponding to that copy ia pbgeed into the 
computer system. 

Conventionally, the only devices which hav6 interacted via USB have been 
computers, keyboard, monitor, printer, mouse, smart card readers, and blometric readers. 

Conventional devices for providing computerized servicing to a mobile or 
stationary population of users typically include a smart card leader. The members of the 
mobile population bear smart cards which are used to iaiwact with Ihc Computerized servicing 
device via the smart card reader. 

A particular disadvantage of smart csrds is that they require a smart card reader 
which is a relatively costly device. Computer hosts which are cquij^cd with a smart caid 
reader are a small subset of the universe of computer hosts because addition of a smart card 
reader makes the computer considerably more expensive. 

German Patent document DE 1963 1050 describes an interface converter for a 
universal serial bus having a module with a processor that changes format and protocol into 
that of a different bus system. 

Rainbow Technologies, Inc., in a news release dated 17 November 1998, 
announce USB software protection keys which can also be used as authenticaUon or access 
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control devices. A unique ID aomber if assigned to each USB key. enabling the key lo replace 
or supplement pcrional passwords.Tlie unique ID of the USB key makes it uiefiil as a 
notebook cocnputer secoiity device providing *eft deteirence. Other uses for the USB keys 
include Web access control, client token for Virtual Private Network access, icplacemeiU for 
password geneiator tokens and Jtorage of credentials, ccrtificaies and licenses. 

In a news release dated 19 January 1999. Rainbow Technologies. Inc. 
announce a new line of USB tokens for VPN$ (virtual private networks) wttch provides end 
user client authentication to VPNs and enables operator access to secured netvuork cquipmcni. 
Featurca of these tokens include -Inicmet security small enough to fit on a key-ring* aad 
"personalization for the end user*. The tokens allow a user lo keep peisonal information in his 
or her pocket rather than on a hard drive. 

A new •Hmique per individual" model of its USB based tokens was announced 
by Rainbow Technologies Inc. on 1 5 March 1999. 

The disclofuxes of all publications mentioned in the specification and of the 
publications cited therein are hereby incorporated by reference. 
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SUMMARY OF THE INVENTION 

Tlie present invention seeks to piovide improved flexibly oonnectibic 
Apparatus and improved methods for ustns the ftsme. 

There is thus provided, in accordajice with a prefened ^mbodiznent of the 
present invention, e user-computer ioteraction method for use Dy a population of flexibly 
oonnecsibk computtr systems and a population of mobile users, the method including storing 
informBOon characteriziDg each mobile user on an FCCS plug to be botnc by that mobile usee 
and accepting the FCCS plug froni the mobile user for connection to one of the flexibly 
oonncctible computer systems 2nd employing the inibmiation characterizing the mobile user 
to ptrfonn at least one compnnci operation. 

Further in accordance with a prefenvd embodiment of the present inventtcn* at 
least one computer operation comprises authenticationL 

Abo provided, in aecordaiice with another prefexnd embodiinent of the 
present invention, 15 a an FCCS plu^ device la be bonne by a mobile \ttcr. tht FCCS plug 
device including a portable device which mates with a flexihly connectible computer system 
and comprises a memoiy and ioformatiOD characterizing the mobile user aiul stored in the 
mamoiy accessibly to the Hcxiblfy connectible computer system. 

Also provided, in accordance with another prefeired embodiment of Che 
present invention, is a pc^pulatton of FCCS plug devices to be home by a corresponding 
popvlation of mobile users, the population of FCCS pitj^ devices including a multiplicity of 
portable devices «ach of which mates with a ffexibty cotvneciiblt compMW system and 
comprises a memory and Information characterising each mobile user in the population of 
mobile users and scored, accessibly to the flexibly connectible computer system, in the 
memory of the FCCS pl^g device to be bomt by i)ic mobile user. 

Additionally provided, in accordance with another preferred embodiment of 
the present invention, is an FCCS plug device ineluding a mating element operative to mate 
with a flexibly connectible computer system and a memory connected adjacent the mating 
element, thereby Co fonn a poTlofole pocket-^ize plNSg, vihctein the memory is acees&ible to the 
ficidbly coxuiectible computer system via the mating elernent. 

Also provided, in accordance wids another preferred embodiment of the 
present invention, is an FCCS plug device including a mating dement operative to mate with a 
flexibly connectible computer system and a CPU comiectcd adjacent the malin^ element, 
thereby to form a portable pocket-size plu£. wheirein the CPU has a data connectioD to the 
flextbly comiectible computer system via the mating dement. 
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Further in accordance with a preferred embodiment of the pt went invention, 
Ihc FCCS plug device also comprises a CPU connected adjacent the mating element, thereby 
to foim a ponabic pocket-size plug, wherein the CPU has a data connection to the flexibly 
connedibte computer system via the mating element 

SUIJ fimhcr in accordance with a preferred embodiment of the present 
invention, at least one computer operation comprises digital signature verificttion and/or 
controDing access to computer netwoilcs. 

Further in accordance with a prefenxd embodiment of the piescnt invention, 
the information characterizing each mobile user comprises sensitive infbnnalion not stored in 
the computer system, thereby to enhance confidentiality. 

Also provided, in accordance with another preferred embodiment of the 
present invention, is a user-computer intenictioA method for use by a population of flexibly 
connedible coniputer systems and a population of mobile users, the method inclmfing 

storing confidential infoimation not rtored by the flexibly connecllbte computer 
systems oa an FCCS plug to be bone by so individual user within the popidation of mobile 
usen and 

accepting the FCCS plug from the mobile user for connection to one of the flexibly 
cormectible computer systems and employing the confidential mfoimstioQ to perfonn at least 
one computer operation, thereby to enhance confidentiality. 

Preferably dte apparatus also includes ft microprocessor operaliye to receive 
the USB communications from the USB interface, to perform compuUtions thereupon and to 
provide results of the compulations to the data storage unit for storage and/or for encryption 
and/or for mithentlcation and/or for access control. 

The term "USB port" refers to a port for connecting peripherals to a computer 
which is built according to a USB siaodaid as described in USB specifications available over 
the Internet at www.uab.org. 

The term "USB plug- or "USB key" or "USB token' refers to a hardware 
device whose circuitry interfaces with a USB port !o perform various functions. 

The term -smart card" refers to a typically plostic caid in which is embedded a 
chip which imeractc with a reader, thereby allovnng a mobile bearer of the smart card to 
interact with a machine in which is installed a smart card reader, typically with any of a 
network of machines of this type. 

A.LSO provided in accordance with a prefencd embodiment of the present 
invention is an electronic token, vvhich preferably mates with a flexible connection providing 
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pon such as the USB port of any wmputer syjtcm such as a PC. laptop, palmtop or 

pcriphcial. The electronic token preferably does not Kquirc any iddmcnal reading cquipmea. 

The token may authenticate information and/or store passwords or elccironic certificates in a 

token which may be the size of a domestic house key. 

Preferably, when the token is inserted into a flexible connection providing port, 
A highly jccuit *diia] ftaor authentication" process (e.g. ''what you have* phis "what you 
kno V) takes place in which (a) the dectronit toten is -reaff ' by die host PCC or network and 
(b) the user types in his or her personal password for authorization. 

Suitable appJications for the electronic token include authentication for VPN, 
extranet and e-conuncrce. 

The present invention also seeks to provide hnpcoved USB f|>paiatus and 
improved methods for usii^ the same. 

There is thus provided, in accordance wiih another preimed embodiment of 
the present invention. USB key apparatus for interacting with a USB host via a USB port, the 
USB key apparatus inciudine a portable device configured to fit the USB port, the portable 
device including a USB inter&ce conveying USB communications to and from a USB host, a 
proiocol traiw^aior operative to tnmslate the USB communications from USB protocol, into 
smart card protocol such as an fS078l6 protocol, and from smart card protocol into USB 
protocol and a smart card chip operative to peifomi at least One smart card fonction such as 
authentication, encryption, access eontzol and secure memoiy. 

Aiso provided, in accordance v^^th another prcfcrrcd crabodimenc of the 
present invention, is USB key apparatus wiA data storage capabilities, the USB key apparatus 
including a portable device such as a PCS, configured to St die USB port, the portable device 
including a USB interface conveying USB communicaiioDS to and from a USB host and a 
data storage unit storing information derived from the USB comsnunicaiions. 
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DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS 

Reference is now made to Fig. I which b a simplified bJoclc diagram of a 
nexibly connectible USB phig device including a CPU and a «)n-lS07BI 6 memory, the USB 
device being constructed and operative in aceoidancc with a piefeired embodiment of the 
present invention. 

A particular feaiure of the USB plug device of Fig. Us diat it has date storage 
capabilities and is thus analogous to a memory smart card 

The USB plug device 10 comprises a PCB 25 which includes a microprocessor 
or CPU 30 such as a Motoroto 6805, Cypress chip or Intel 8051; a USB interface device 40; 
finmware memory 50 serving the finnwarc of the microprocessor 30; RAM memory 60 of 
size sufficient to enable contempialcd computations on the part of the microprocessor 30; and 
user data memory 70 which stores a user's data! Some or all of the USB interface device 40. 
firmware memory 50 and RAM memory 60 may be within the CPU 30. 

The USB interface device 40 and/or the &mware memocy 50 may be 
LntBgxBted inside the mlcroprocasor 30. 

The firmware memoiy may be any suitable type of memory such as but not 
limited to ROM. EPROM, EEPROM or FLASH. 

The user data memory 70 typically does not include IS07816-3 memory and 
may. for example, comprise any of the following types of mcmofy: I'C. Xl\X 2/3 wire bus, 
FLASH. 

As Shown, the USB phig device 10 is configured to interact wiih any USB host 
20 such as but not limited to a peisonal computer or Madntosh having a USB porL Key-host 
interaction is gDvcmcd by a USB pratocol such as the USB pmtocol described in the USB 
specifications available over the Intcmetat www.usb.org. USB packets pass between the USB 
host 20 and the USB interface chip 40. Each packet typicaQy includes the foUowing 
components: 

a. USB header; 

b. Data to be storcd/icad on the user's daU memory 70. phis additional 
information required by protocols of the memory chip 70. such as but not limited to the 
address to stoie/read the data, the length of data to storeAead. and CRC checksum 
infonmatioa 

c. USB footer. 

The flow of data typically comprises the follov^fing flow: 
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. Tht USB interfice chip 40 receives USB packets ftom tbe USB host 20. pmcs 
the datl. and fe«l, the parsed daJa to the nricroprocesso, 30. The miaoprocessot 30 write, the 
data to. or >««1, the d«a from, .he fmnwwc memory 50. the RAiVI 60 or the «er'. d»ta 
memory 70. using each memory's protocol. 

In rcad operadon, the microproccsjor 30 passes the data to the USB interface 
chip 40 which wraps the dirti in USB packet fonnat and passe* it to the host 20. 

F«. 2 is a simplified block diagram of a USB plug device, constructed ar^ 
operative ir> accordance with a preftrred embodiment of the present inveDtion. which is a 
one-piece 3man cani reader and smart card chip prefe«d>Iy providing both secured storage 
and cryptographic capabiliUci The USB plug device of Fig. 2 includes both a CPU and a 
smart card chip (ICC) nicnmry 170. typicaUy a IS078I6 (T » 0/1) piotocol-bascd chip 
coir^niimcating with the CPU 130 using an 1507816-3 protocol. Th^ apparatus of Fig. 2 is 
similar to the apparatus of Fig. I except that no separate user's data memory 70 is provided. 
Tht size of the RAM 160 is typically at least 262 bytes in order to «ippoit the ISO 7816 3 
T-0 or T^l protocols. 

Each packet typically inchides the foUowing components: 
«• USB header: 

1S0781 6-3 T»0/I protocol packet; 
c. USB fooler. 

The flow of data in the apparatus of Fig. 2 typically comprises the foUowing 

flow: 

The USB interface chip MO gets USB packets ftom the USB host 120. TTie 
USB interftce chip 140 parses the da*i a,xl passes « to the microprocessor 130. TTie dats^ 
wh..h typically comprises a 1507816-3 r=0/l forniaited paekel. is passed by the 
microprocessor lo the smart^ard 170 In a 1507816-3 p„,tocoL Th, microprocessor 130 get, 
the n»ponse from the smart card 1 60 and passes the data to the USB interAce chip 140. The 
USB ia^tc^ chip 140 wnq« die data in USB packet format passes it to the host 120. 

A particutor arhJantage of flie embodiment of Fig. 2 is that smart card 
AmctioiBlit, is p„vided «ml there i, «, need tor a dedicated reader because the plug 1 10 is 
connected directly to a USB socket io the host 120. 

The invention diown and. described herein is particularly useful for 
oompUMriKd systeim serving organiz^ions which process sensitive infoimation such as 
banks, iosunince companies, aceotwants" and other commercial otganizattons. and 
professional organizaUons such ai medical or legsl organizations. 

// 
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CenvcuionaJ computer system* bcl«fe . computer (compiising a 
moth«bo^d) « lea,, on. peripherals. The computer ha. . „™rf« „f differct ports 
wh,ch restively .«.e with the pom of the various peripheral,. Eed. port typically can 
mate w,tl, only cortmn periphcrds and with o*er pedphe:^. For example, the keyboard 
• 1« connected to the computer vi.thetwinptaer's printer port 

In sute of the art computer systems, also termed herein "flexibly conreclibJe 
compmer ,y«ems». the computer «d .he pcriphemb each Udude at .ea^ o,u identical porta 
havmg „,a,lng pottt on «,y other «,mp«er a«l «,y other peripheral sttch that «>y pehpheral 
can be sclectably connected to any computer or « any other peripheral. AI«, . peripheral 
n..y b. connected «> the computer not directly as i„ conventional system, but rather via 
another peripheral. Tltere « generally al«^. , avaflrf^le mt one or more collected 
P^npherals in an existing computer aystem sueh that a««her peripheral c«, generally dway, 
be connected to an existiog computer system. 

One example of a flexibly conneclable computer system is a USB (universal 

standanl bus) system in ^ch the computer at«Ieachperiphendi„clude.aUSB port. Another 
«ample of . flexibly comtectabl. computer system" I, the recently co„,emplat«i Fuewire 

system; 



A -USB phig" is a portable device which mates with a USB system and. as 
opposed to peripherals ,vhich contain mechanical element,. typicaUy comprises otUy memory 
»d/or CPU a«l ,b«cforc i, typically pocket-aize. More generdly. a USB plug is «, example 
of a ptag which can b. plugged into aflexIMy connectiMe computer syste™ (FCCS). 

The tem, "FCCS plug- is used herein to refer to a portable devie* which mate, 
wtth a flexibly connecible computer system ^, as opposed to peripherals which conuun 
mechamcal elements, typically comprises onJy memo,, and/or CPU and therefore is typicaUy 
Pockc..si». 1, is appreciate, that because each peripheral connected onto a flexibly 
com^ecble con.pu.er system typically has a. leas, one port, therefore, a flexibly cormec.ible 
computer v»tem of any configuration .ypieally has « least one vacant port available to 
mterec. with FCCS plug. USB tokens ,nA Rainbow totens are both examples of FCCS 
plugs. 

Typically, each of the phirality of computer system unit, (computer and one or 
more penpheral.) fo™i„g . compuier system has at le«t two identical female aockets and 
these are interco™,eet.d by mea« of male,male cables. In this embodiment, the FCCS plug 
tnay comprise a male socket However, i, is a^teciated that any suitable mating sche.« may 
be employed to mate the computer system units and the the FCCS plug of Ae present 
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inventioA. 

A known use for FCX:S plugs is nac in conjunction with software having 
plug-recogniaog capability. Ataddio and Rainbow botb marittt software which is opcratii^e 
only if the host computer system in which a particular software copy resides has phigged iato 
it an FCC5 plug which is recognized by the software copy. The Aladdin and Rainbow 

plugs are not used for authentication. 

Computer systems are often used to receive information cKaractenzing a 
nsobilc user, who is one of a population of mobile users, and to process this infoimation. Such 
infonnation may comprise user ideality auihcniicaiioo information, banking infonnation. 
access rights infoimation. etc Conventionally, this information is stored od a smait card 
which is borne by the user and is presented to the computer system by him. However this 
requires the computer system to be equipped with a smart card reader, a special piece of 
equipment dedicated to reading the smart card. 

According to a preferred embodiment of the pxeaent invention, infonnatioA 
chaiactcrizing a mobile user is stored on an FCCS plug. Particular advantages of this 
coibodimcm of Ihc present hivcntion is that the infiarmation is aasily borne by the user, oh a 
pockclsi2c substrain that any flcxiWy connectible computer system of any configuration is 
typically capable of interacting with tbt user via the FCCS plug» and that no dedicated 
equipment is required by ihe computer in order to carry out the iateracrion. 

Reference is now made to Fig. 3 wWch is an exploded ftoot view of en FCCS 
plug constructed and operative in occQtrdwice with a picfcrrcd embodiment of the present 
invention and imfdememing the USB key device of Fig. 1. As shown, the FCCS plug of Fig. 3 
comprises a housing typically fomied of two snap-together planar cover elements 200 end 
210. between which reside a USB connector 220 and the PCB 25 of Fig. 1. The USB 
connector 220 may, for example comprise a USB PLUG SMT <ACN-0213> device marketed 
by Aska Technologies Inc., No. 15, Alley 22. Lane 266. Fu Teh. Isl Rd., HsI Chih. Taipei 
Shicn. Taiwan. The PCB 25 bears the elements 30, 40, 50. 60 and 70 of Fig. I. Firmware 
managing the memory 240 may reside on the USB interfecc conUoUer 230. 

Reference is addiiionally made to Fig, 4 which is an exploded view of an 
FCCS plug constructed and operative in accordance with a preferred embodiment of die 
present invention and implementing the USB key device of Fig. 2. As shown, the FCCS plug 
of Fig. 4 comprises a housing lyiMcally formed of two snap-together planar cover elements 
200 and 210. between which reside the USB connector 220 and a PCB 125. The PCB 125 
beats the elements 130. 140, ISO. 160 and 170 of Fig. 2. Finnware managing the smart card 
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chip 250 may reside on the USB interface controller 230. 

Smart card functionftliiics which arc preferably provided by the FCCS plug of 
(he prtsent invention ixKtule; 

1. Controlling access to computer acnwDtks: Smart card oi plug has ID 
infoimation, network authenticates and allows access on that basis. AuthoUicaiion may be 
based upon "what you hevc". "what you arc" e.g. biomctric infonnation and "what you know" 
(eg. password). 

2. Digital signatures or certificates for veriiying or authenticatine the identity of 
the sender of a document. 

3. Storage of confidential UktbnnaUon e.g. medical rnformetion. A snarl carti or 
plug may store confidential information and interact with a network wWch does not storv tbe 
confidential infonnation. 

Figs. 5A - SB pictotially illustrate a user-computer Interaction method 
provided in accordence with a preferred embodiment of the present iovention for use by a 
population of flexibly connecUble comput^er systems 300 and a population of mobile users. 
Infonnation charactciiaing each mobDe user, e.g. name and JD. is loaded into the memory of 
an FCCS plug 310 to be borne by. that mobile user, typically via a USB interface eontn^Uer 
such as unit 230 of Fig. 3 . 

The plug can then be connected to one of die flc»bly connectxble computer 
systems and tfie infonnaiioa characterizing the mobne user employed to perfbim at least one 
computer operation typically comprising a conventional sman card fboctionaliQr such as 
authentication. 

Features of a preferred embodiment of the present invention are now 

described: 

a. The need for enhanced user authemicaiion 

♦ Aothcntication i> the basis for any information security lystem. The ability to 
authenticate local and remote users is a critical issue for any LAN^Fntranet, multi-user 
etivironme&t 

b. The need for encryption aad confidentiality 

* Content encryption & confidentiality becomes an important issue for both the 
corporation and the individual users 

c. The need for password and Sign-On security 

• Password security and user password mamigement are key issues for network 
corporate users. Passwords represent the single most tmponani security concern in any 
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computing environment 

There is a need today for hardware-based PC secuii^ tokens 

♦ Sign-On-Key (SOK) Is a hardware-based token that seamlessly integiatcs with Operating 
Systems Sc AppIJcatfons to provide: 

< a user authentication key 

- a basis for encryption system 

- better Sign-On security and enhanced user password management 

- Software Security 
Authentication • 3 Basic Elements 

♦ Someihing you know -> Password 

♦ Something you have Sigp-On-Kcy 

• Something you are e.g., Bio-mctrics 

* Assumption: Two out of the above three provide "good-enci]^" security. 
Encryption 

* The need to encrypt data* flics, disks and infoiraation flow is evident. 

♦ An hardwBtc-baacd token wiUi oyptograpbic abilities can enhance sectirity and easc-of use. 

Sign-On - Where loe Passvyonb used? 

♦ Log on to your 0/S 

* Log on to your Networft (Local. Remote) 

* Log on to the IntemeifltSP 

• Log on to protected Web pages 

♦ Log on Id Group Ware/Communications applications 

♦ Log on to other scnsidve password-protected applications 

* MS OfTicc & other protected files 

• PC Boot protection (Bios Password) 

Sign-On ' Major Security Risks v 
The Sigtv-On Process 

The Sign-On-Key is a security hardware token. Jinked by the user to the required 
applications. Once instaDed the ^ign-On-Key becomes a part of the log-on process. 
Sign-On-Key provides the user Mth many security and other functional benefits. 

ts 
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What Can Sign-Oo-Key Do For a User? 

* Sign-On Sccuiivy 

• Enhance security & authentication. The Sifin-On-Kcy is required in addition to the usee 
password 

♦ Sign-On Simplicity 

- Simplify log-on process and eliminate the need for a passwonS. Tht Sign-On-Kcy replaces 
the password 

* Password Automatic Re-verification 
' Check foT Sign-On-Key periodically 

♦ Slngje-Sign-On 

• One $ign-On-Key replaces several passwords for several applicationB 

* Mobility & Remote Computjng 

- Sign-On*Key idcattfics tcmocc users 

- Sign>On-Key can be used as a data secure container 

- Theft detenent of mobile PCs 

• General Pijrpose Security Token 

- File & data Encryption 

* Autheoiication 

• Certificate Key Holder 
Sign-On-Key VaricKui Options 

♦ Several hardware devices may operate as Sign-On -Keys: 

- Sign-On-Key USB - A small key that connects to the ncv standard USB poa USB ports 
are becoming the new connectivity standard for PCs and Macintosh 

- Sign-On-Key SC - A smart card based Sign-On-Key. Can be used with ai^ standard smart 
caiid drive 

Sign-Oo-Kcy USPs A Advantages 

* Simple, intuitive, easy to use, attractive token 

♦ The key 15 the token IS die connector 

* Low cost 

* High security 
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• High functlonaJity 

- Memory inside token 

- Processing powez 

- Automatic Password Re-yeriiication 

- Mulli token connectivity 

* The Agents* soJuiion 

Sign-On-Key ArDhitecnuc 
FulJ Blown System, 
SigB On Age^ 

♦ The Sign-On-Agent ij a softvfarc interface between ihc Sigsi-On-Kty and the applicatscm. 

♦ The Sign-On-Bool 15 a special interface for the PC boot password. 

♦ Agents may he provided for 

- OS/NctWare - e.g., Windov« NT» 95^98^ 3x, Novell, Unix 

- GroupWare/Mail - e.g. Lotiu Notes, Ontlook, Eudom, 

- Entciprise Applicatj«)s - e.g., SAP, Baaa, MK, OracJe. Magic 

- Vcb Biowscn - c.g., Explortf, Navigator 
Tht Most Trivial Agent - Windows NT 

• TKe most trivial Agent wilJ replace the Windows Login session 

* By doing so Users may gain 

- Windows Login Extra security 

- Windows Login simplification (Sign-On-Kcy replaces password) 
S ignOn-Kcy Web Browsers' Agent/System 

* Sign*On*Key can be used as an authentication token to monitor access to secured web 
pages 

• Web content providers need to ainhenticate, manage and provide access to their customers 
Sigji-On-Key API (SDK) 

• Sign-Oa-Key API is the interface level between the Sign-On-Kcy and 3rd parties' 
applications. 

* This API may be published and opened for usage by certification providers, security 
companies and SSO companiea. 

♦ The Sign-On.Key API will also provide cncrypdon & protected roeriory storage services 

* Sign-On-Key API may be PKCS #11 based/compatible 
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The SigivOn Process (No CA) 

* InstaiUtion 

- User installs Agents for required appficalions 

- User defines Sign-On Parameters for each application 

- User stores Sign-On informfttion in Sign-On-Kiey 

* Sign-On 

' Applicaiton is started 

' Application reaches its Sign^On dialog 

* Application commurocates with the Sign^On^Key 

- Sign-On peimission is granted based on Sign-On- Key 

Sign-On-fCey As a Secure Container 

* In addition to unique Key I0» Sign-On-Kcy will contain perjona! protected munmry aiea 

* THs memory area can be used for storing sensitive isfonnation and Ccilifitalcs 

* Applications' ID keys like Lotus Notes ID file or PG? keys can be stored in lbs memory 

* Doing so . Sign-On-Kcy can be used to increase mobile conpudng security. Files IDs are 
stored in Sign-On-Key instead of cfisk 

Sign-On-Kcy An Encryption Engine & Slgn-OnrKey Qypt 

* SigD-On-Key can be used as an encrypting device 

* An encryption API may be provided, eg., a 100« smart card compatible SignOn-Key 
impleaientBtion • 

* Sign-On.Key Crypt is a DBta/Ffle/Hard disk encryption utility based on Sig»-On-Kcy. 
Sign-On-Key Certification Toolkit 

* SOK may \«t ?KCS 1 and X509 and store certificates and/or digital IDs. 

Sign-On-Kcy comprises: 

* Sign-On-Kcy USB Token 
♦HASP 

* Haidlock 

* Initial Sign-On-Key ftinciionalily (Unique ID, personal protected memory) 

* SigD-On-Key USB extension cable 

* Sign-On-Key Smart Card Token 

■ Sign-On-Key API (PKCS H 1 1 compliant) 

* Entrust compatibility/link 
♦Windows NT Ageai 
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• NTavigaicw and/or Explorer Agenr (S/Mitnc) 

• Key Plus Ciypt (Beta release) 

* Secure Screen Saver 

* Iinttal martcettng package 

* USB prolUeration & Windows 98/NT availability ure key issues 

♦ In iht US. Gennany & Israe) all new PCs shipped are USB equipped. 

♦ Section ia Early Development stage. 

« Sccwity Dynamics. AciivCard & Vasco control the market with Isi generation time-based, 
oae-time password or challenge-based tokens 

♦ security vetvdore will look w expand their market share with second generaiion intcgraled 
smart card offerings whkh will support cryptography, digital signature storage and processing 
activity 

USB: The Better Connection 

* Almost unlimited poit expansion 

* No add-in cards for new peripherals 

- no setting of IRQs^ DMAs, etc. 

• One connection type (plug and port) 
. variety of peri]diera!s 

- no more guesswoik 

- simple setup, just plug in and go 
USB: The Better Cdnnection 

• Addresses need for speed, multimedia 

- 12 Mb/s. Asynch (bulk) & Isoch (retJ time) daU 

- stereo-quality digital audio 

- i«*fih frame-rate video (with compression) 
-togh latency applications (force-feedback) 

♦ No power bricks with many new peripherals 

- USB supplies up to 500mA 

• PC User experience is vastly improved 

- Fewer returns and increased sales potential 



It is appreciated that USB is only one example of a flexible connectivity 
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standard and the present mvenridn i$ not intended to be limited to USB, 

U is appitciated tliat the software component j of the present invention may, if 

desired, be implemented in ROM (read-only memory) fomu The software components mxy, 

generally, be implemented in hardwaie, if desired, using conventional techniques. 

It is appreciated that various features of the invention which ar^ for clarity, 

described in the contexts of sepaiate embodtznents may also be provided in combination in a 

single embodiment. Conversely, various features of the invention which are, for brevity, 

described in the context of a single embodiment may also be provided separately or in any 

suitable subcombination. 

It wiil be appicciatcd by persons sVdtled in the art that the present inventioa is 

not limited to whai has bean particularly shown and described hereinabove. RAthcr^ the scope 

of the present invention is denned only by the claims that follow: 
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4.Brl«f Description of Dr«vlik«« • 

rig. 1 IS ■ simplified block diagram of a USB plug device including a CPU and 
. no„.|S07816 mtmojy. the USB device betng constiucted and ope«.iyc in accordaoce with 
a prcfcncd embodiment of (he present invention; 

Fig. 2 is a simplified block diagram of a USB plug device including a CPU and 
a iS078I6 mcmoiy. the USB device being conslructcd and operative in accordance with a 
preferred embodimcnf of the present invention; 

F.g. 3 is an exploded fxont view of tn FGCS plug coosUueted and opcraUve in 
-coordance with a preforcd embodimeni of the present inveatiori and implementing the USB 
phig device of Fig. 1; 

Fig. 4 is m) exploded view of an FCCS plug constructed and operative in 
□cconlancc with a preferred embodiment of the pr«nt lavcmion and implementing the USB 
plug device of Fig. 2 ; and 

Figs, 5A - 58 pictorially illustrate a user-computer Interaction method 
provided in acoordaoce with a preferred embodiment of (he present invention for use by a 
papulation of flexibly coimectiTrfe computer systems andapopulation 
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FIG. 1 
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FIG. 2 
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FIG. 3 
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FIG. 4 
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f. Abstract 

A uscr-compuier inreraction method for use by a population of flexibly 
conneciible computer systems and a population of mobile \istts. the raethod comprising 
storing informatKKi characterizing each mobflc user on an FCCS plug to be borne by thai 
mobile user; aiid accepting the FCCS plug from the mobile user for connection lo one of the 
flexibly connectibte eomputer systems and employing the information characterizing the 
mobile user toperform at least one computer operation. 



2 Representative Drawing 



